
When sophisticated business people
begin to adopt the methods of common
criminals, we have no choice but to treat
them as such.1

Criminal defense lawyers are familiar with law
enforcement’s use of confidential informants and
cooperating witnesses in the prosecution of organ-

ized crime, drug trafficking, and other “blue collar” offens-

es. In the past few years, however,
the use of these tools has been
broadly expanded to investiga-
tions of securities fraud, tax fraud,
and other traditional white collar
crimes. It is clear that the prosecu-
torial successes achieved through
the expanded use of these tools
mean they are going to become
the norm, not the exception.
Lawyers can expect white collar
cases to be less about the paper
and more about the snitches and
their tape recordings.

This article examines recent
uses of confidential informants,
whistleblowers, and cooperating
witnesses. It outlines potential
dangers and opportunities, as
this emerging trend becomes an
ongoing reality.

Snitches: 
Confidential 
Informants,
Whistleblowers, 
And Cooperating
Witnesses

The expansion of the gov-
ernment’s use of Title III war-
rants authorizing wiretaps in
financial crimes has been widely
noted.2 However, electronic
eavesdropping is not the only
undercover technique that law
enforcement will be using with
increasing frequency in white
collar cases. The Department of
Justice (DOJ), Securities and
Exchange Commission (SEC),

and the Internal Revenue Service (IRS) have demonstrat-
ed, through statements and action, that they will be turn-
ing to the use of undercover operatives to assist their
investigative efforts.3 These operatives come in three basic
flavors: confidential informants, whistleblowers, and
cooperating witnesses. The most troubling of these is the
confidential informant, cited in search warrant affidavits
and indictments simply as the “CI.”

Confidential Informants: 
Hidden From View and Inherently Unreliable

According to the FBI’s Manual of Investigative
Operations and Guidelines (MIOG), CIs are classified in
each of the following categories: organized crime, gener-
al criminal, domestic terrorism, white collar crime, confi-
dential source, drugs, international terrorism, civil rights,
national infrastructure protection/computer intrusion
program, cyber crime, and major theft and violent gangs.4

A CI is “any individual who provides useful and credible
information to a law enforcement agent regarding felo-
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nious criminal activities and from whom
the agent expects or intends to obtain
additional useful and credible informa-
tion regarding such activities in the
future.”5 CIs pose a special problem
because their identities may never be
revealed and have frequently been pro-
tected from disclosure by the courts.

In Roviaro v. United States,6 the
Court held that disclosure of the infor-
mant’s identity may be required if it is
“relevant and helpful to the defense of an
accused, or is essential to a fair determi-
nation of a cause.”7 The determination
requires the court to balance “the public
interest in protecting the flow of infor-
mation against the individual’s right to
prepare his defense.”8 In conducting this
balance, the Court stated that courts
should consider “the crime charged, the
possible defenses, the possible signifi-
cance of the informer’s testimony, and
other relevant factors.”9 However, in
cases where the CI is not testifying, dis-
closure of the CI’s identity has been diffi-
cult to obtain.10

The inherently secretive nature of
the relationship between the confidential
informant and the law enforcement
agency for which he works serves as a sig-
nificant barrier to obtaining helpful
information for the defense.11 Without
court supervision or public scrutiny the
informant’s deal is negotiated, often on
an ad hoc basis, to serve immediate
investigative needs rather than systemic
goals of fairness and justice.12 It is no sur-
prise that the DOJ’s Office of the
Inspector General (OIG) found signifi-
cant and troubling deficiencies in the
FBI’s management of confidential
informants.13 In 104 of the 120 confiden-
tial informant files examined, the OIG
found “failure to document the agent’s
evaluation of one or more suitability fac-
tors in the initial or continuing suitabili-
ty evaluations, failure to give the required
instructions to CIs or to do so at the
required intervals, failure to obtain prop-
er authority to permit CIs to engage in
otherwise illegal activity, issuance of
retroactive approvals of otherwise illegal
activities, failure to report unauthorized
illegal activity in accordance with the
Guidelines, and failure to document
deactivation of CIs.” 14 As the DOJ itself
acknowledges, these failures provide
opportunities for the defense to argue
that it has failed to preserve or provide
exculpatory or impeachment informa-
tion, in violation of a defendant’s consti-
tutional rights.15

Despite the inherent problems of
reliability, credibility and transparency,
the use of confidential informants in

white collar cases has increased dramat-
ically as demonstrated by these recent
examples:

v In conjunction with a Medicare fraud
investigation, which ultimately result-
ed in the arrest of three men for al-
legedly bribing assisted-living facili-
ties, home healthcare agencies, patient
recruiters and patients for referrals, the
FBI had a confidential informant
(a.k.a. “Fancy”) pose as a patient re-
cruiter. She wore a video camera in a
button on her blouse and carried an-
other in her purse. Fancy, who knew
the defendant’s family from Cuba and
South Florida, had a cocaine-traffick-
ing record in her past and was intro-
duced to the FBI by a former Drug En-
forcement Administration agent who
worked with the state Attorney Gener-
al’s Office on health care fraud.16

v A confidential informant served as a
check runner in a wide-scale bank
fraud/aggravated identity theft con-
spiracy in New York.17

v Acting on instructions from the Office
of the Inspector General of New York
City’s School Construction Authority,
an informant bought false OSHA
training certification cards from
defendant on two occasions.18

v At trial, a co-conspirator testified she
connected defendant with an FBI con-
fidential informant who sold co-con-
spirator and defendant fraudulent
invoices to support fraudulent bills
they submitted to Medicare. The
defendant was found guilty on one
count of conspiracy to commit health
care fraud and six counts of health
care fraud.19

v An indictment alleged that a stock
promoter paid kickbacks to a confi-
dential informant in return for the CI’s
persuading purported investors to buy
promoter’s stock at inflated prices.20

Early last year, the government also
used this traditional “blue collar” tech-
nique for the first time in a Foreign
Corrupt Practices Act (FCPA) prosecu-
tion of 22 individuals: consensual tape
recordings made through the assistance
of undercover confidential informants.21

DOJ issued a press release when it filed
the indictments: 

This ongoing investigation is
the first large-scale use of
undercover law enforcement

techniques to uncover FCPA
violations and the largest action
ever undertaken by the Justice
Department against individuals
for FCPA violations. … The
fight to erase foreign bribery
from the corporate playbook
will not be won overnight, but
these actions are a turning
point. From now on, would-be
FCPA violators should stop and
ponder whether the person they
are trying to bribe might really
be a federal agent.22

In this case, the defendants have
moved to dismiss the indictment, argu-
ing that the FCPA requires proof of the
involvement in the alleged scheme of an
actual “foreign official” and that bribing
an undercover agent posing as a foreign
official does not fulfill the element of the
offense.23 The U.S. District Court for the
District of Columbia has rejected that
argument, but it will be interesting, in
the event of a conviction, to see how the
appellate courts view this issue.

Whistleblowers: The “Rats” 
Who Reap the Rewards

Another confidential source utilized
by the government during both civil and
criminal investigations of white collar
crimes is the whistleblower. A whistle-
blower is typically an employee in a pri-
vate enterprise who confidentially pro-
vides information to law enforcement
regarding his employer’s or colleague’s
mismanagement, corruption, or other
wrongdoing. The whistleblower provides
this information with the hope of receiv-
ing a percentage of the money ultimately
recovered as a result of his or her disclo-
sure.24 The whistleblower may or may not
be directly involved in the underlying
illegal activity.25

The government’s use of cash to
award confidential sources for their
information and assistance, a practice
that dates back to the Civil War,26 is
explicitly authorized in the False Claims
Act27 and the Federal Whistleblower Act.28

Public opinion regarding this controver-
sial system is naturally varied — with
some deriding it as the “Award for Rats
Program”29 and others touting it as a way
for “folk heroes” to expose corporate
wrongdoing.30 Regardless of public opin-
ion, one thing is certain: whistleblowers
have been effective and lucrative for the
government, especially when it comes to
white collar cases.31

Over the past few years, whistleblow-
ers have been especially prevalent in the
area of health care fraud.32 As a result of
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qui tam suits filed under seal by relators,
the Food and Drug Administration and
the Department of Justice have collected
huge civil recoveries.33 The government’s
success in the health care context has led
both the IRS and SEC to follow suit.

Though the IRS has been authorized
to pay awards to individuals who blow
the whistle on delinquent taxpayers for
over 140 years,34 the program was long
“criticized for offering inadequate incen-
tives and protections for would-be
whistleblowers to come forward.”35 In
2006, however, Congress modified the
program to boost the IRS’s authority to
pay cash awards to tax whistleblowers.
The Tax Relief and Health Care Act of
2006 increased the maximum potential
award to 30 percent of the recovery,
removed the $10 million cap,36 and estab-
lished a separate “Whistleblower Office.”
These changes increased both the quanti-
ty and quality of claims37 and resulted in
some of the largest fines ever reported.38

In 2010, the Dodd-Frank Wall Street
Reform and Consumer Protection Act
provided the SEC with these tools. The
Act provides that the SEC shall pay
awards to eligible whistleblowers who
voluntarily provide the SEC with original
information that leads to a successful
enforcement action yielding monetary
sanctions over $1 million. The award
amount is required to be between 10 per-
cent and 30 percent of the total monetary
sanctions collected in the Commission’s
action or any related action, including a
criminal case.39 The new program is
expected to begin in August 2011.

It is important to note that these
whistleblower programs do not require
that employees report through their
employers’ internal compliance system
before or at the same time they report to
the government. Without this mandatory
internal reporting, these programs
undermine the ability of an entity to
detect, investigate, and remediate viola-
tions and create an unhealthy atmosphere
of distrust in an organization.40 In
response to this challenge, companies
must strengthen their compliance pro-
grams by creating substantial incentives
for internal, rather than external, report-
ing. They will also need to create a corpo-
rate culture that fosters loyalty, collabora-
tion, and commitment to the success of
the organization.

Cooperating Witnesses: 
The Irresistible 5K Incentive

Some defense clients choose to
become cooperating witnesses in order
to mitigate the harshness of the sen-
tences they face. In 2010, the national

rate of downward departures granted
based on government motions due to a
defendant’s cooperation was 11.5 per-
cent and varied by district from 40.7
percent to 1.7 percent.41

Unlike confidential informants,
cooperating witnesses agree to testify in
legal proceedings and typically have writ-
ten plea agreements with the Department
of Justice that spell out their obligations
and their expectations of future judicial
or prosecutorial consideration.42 White
collar cooperation in federal court usual-
ly follows the same or similar pattern: an
attorney will “proffer” to government
counsel the information his client would
hypothetically provide. If this proffer is
well-received, the defendant and his
counsel attend a proffer session with the
prosecutor and at least one law enforce-
ment agent. The cooperator will have to
disclose his own criminal conduct, and
any other conduct of which he has
knowledge. If all goes smoothly, the par-
ties enter into a cooperation plea agree-
ment. These plea agreements reference
the familiar language of U.S.S.G.
§ 5K1.1.43 The agreements are intention-
ally worded to weaken the defense cross-
examination of the cooperator by making
it seem that the benefit of cooperation is
up to the judge, not the prosecutor, and
that it is not result-dependent.44 In prac-
tice, however, the prosecutor’s downward
departure motion is rarely denied, and
the “success” of a witness is a factor in the
extent of the departure.

Cooperation in drug prosecutions
and violent street crimes such as Hobbs
Act robberies became commonplace as
soon as the Sentencing Guidelines went
into effect, as defendants had no other
way to avoid draconian mandatory mini-
mum sentences.45 Similarly, the bonds of
loyalty and collaboration that white collar
defendants enjoyed in the executive suites
of their corporate offices quickly melted
away in the face of multi-year, multi-
decade and even multi-century sentences
for financial crimes.46

While both blue collar and white col-
lar defendants are similarly motivated to
avoid incarceration, their cooperation
can present some interesting differences.
For instance, it is likely that the white col-
lar cooperators will differ from their blue
collar counterparts in terms of their
apparent reliability and credibility: often,
they will not have criminal histories that
might be helpful for purposes of cross-
examination. White collar cooperators
will likely be more at ease testifying and
appear more credible. Indeed, as one
commentator pointed out, “It is of course
conceivable that white collar cooperators

may prove to be more sophisticated and
more presentable in a courtroom, adding
credence to deceptive testimony.”47 This
presents an additional and interesting
challenge to the white collar crime practi-
tioner and may require more focused
investigation of the cooperating witness,
for instance, in bankruptcy or matrimo-
nial court filings.

Notwithstanding a defense lawyer’s
familiarity with the cooperating witness,
it may come as a surprise that, pre-
indictment, the government can use
these witnesses to reach out to the
defense lawyer’s white collar clients,
despite the prosecutor’s knowledge that
she is contacting a represented party in
apparent contravention of the ethics
rules.48 In a recent securities fraud case,
the government’s use of a cooperating
witness as a proxy to elicit information
was held not to violate professional con-
duct rules because this conduct is
“authorized by law.”49 Counsel represent-
ing an individual during the course of an
ongoing investigation should repeatedly
advise the client to refrain from speaking
or corresponding about the investigation
— even with friends and colleagues.

Cooperators and the Parallel
Civil Investigation

Another important difference
between white collar and blue collar cases
is the fact that, almost always, corpora-
tions and individuals will be subject to
parallel regulatory and criminal investi-
gations. Recent cases demonstrate that
this trend is likely to continue.50 In
October 2009, the DOJ was joined by the
U.S. Department of the Treasury
(Treasury), and the U.S. Department of
Housing and Urban Development
(HUD) in announcing President Barack
Obama’s newly established interagency
Financial Fraud Enforcement Task
Force.51 The task force has increased coor-
dination and cooperation among the dif-
ferent federal and state authorities
involved in the regulation of the financial
markets.52 As SEC Enforcement Chief
Robert Khuzami explained, “One of the
vital aspects of the task force will be to
better coordinate criminal and civil
enforcement efforts.”53 The efficacy of this
coordination was evident in recent suc-
cessful insider trading prosecutions of the
Galleon Hedge Funds.54

Part of this coordination has been
the result of the SEC’s Cooperation
Initiative. Described by Khuzami as a
“game changer,” the initiative mimics the
use of cooperating witnesses in criminal
prosecutions by promising rewards in
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civil prosecutions.55 The SEC described
the initiative on its website:

The Cooperation Initiative is a
series of measures designed to
encourage greater cooperation
by individuals and companies in
SEC investigations and related
enforcement actions. The SEC
has set forth, for the first time,
the analytical framework it will
use to evaluate whether, how
much, and in what manner to
credit cooperation by individu-
als in its investigations and
enforcement actions.

In addition, the Commission
has streamlined the process for
submitting witness immunity
requests to the Department of
Justice for witnesses who have
the capacity to assist in its inves-
tigations and related enforce-
ment actions.

Finally, the Division of
Enforcement authorized its staff
to use new tools and to expand
the use of existing tools to
encourage individuals and com-
panies to report securities law
violations and provide assis-
tance in connection with inves-
tigations and related enforce-
ment actions.56

The streamlining referred to on the
website includes a very recent amend-
ment to 17 C.F.R. § 200.30-4(a)(14),
which in its original form provided for
the Director of Enforcement to obtain
witness immunity through the following
procedure: 

To submit witness immunity
requests to the U.S. Attorney
General for approval to seek an
order compelling an individual
to give testimony or provide
other information pursuant to a
subpoena that may be necessary
to the public interest in connec-
tion with investigations and
related enforcement actions. …

The amendment to the rule permits
the Director of Enforcement himself to
issue an order of immunity, after consult-
ing with DOJ: 

To submit witness immunity
requests to the U.S. Attorney
General pursuant to 18 U.S.C. 
§§ 6002-6004, and, upon

approval by the U.S. Attorney
General, to seek or, for the period
from June 17, 2011, through
December 19, 2012, to issue
orders compelling an individual
to give testimony or provide
other information pursuant to
subpoenas that may be necessary
to the public interest in connec-
tion with investigations and
related enforcement actions. …

17 C.F.R. § 200.30-4(14)

As explained in the “Supplementary
Information” section of the rule change,
the new rule “authorizes the Division
Director to issue orders to compel indi-
viduals to give testimony or provide
other information pursuant to 18 U.S.C.
§§ 6002-6004.”57 The Commission justi-
fies this grant of power, which bypasses
Commission approval, as “intended to
further conserve Commission resources,
enhance the Division’s ability to detect
violations of the federal securities laws,
increase the effectiveness and efficiency
of the Division’s investigations, and
improve the success of the Commission’s
enforcement actions.”58 In recognition of
the potential for abuse of this power, the
Commission “adopt(ed) this amend-
ment for a period of 18 months, and, at
the end of that period, will evaluate
whether to extend the delegation to issue
immunity orders.”59 It is interesting to
note the Commission found that the
“revision relates solely to agency organi-
zation, procedures, or practices. It is
therefore not subject to the provisions of
the APA requiring notice and opportuni-
ty for comment.”60

The rule change is more than proce-
dural: it signals an intention to continue
to use the civil investigation more aggres-
sively and identify cooperators even earli-
er in the process. This creates an opportu-
nity for defense lawyers to gather intelli-
gence about the client’s position early and
insulate their clients from criminal expo-
sure sooner, rather than later. Also, a deci-
sion not to provide immunity will be a
clear indication of where the client stands
with the SEC and with the DOJ; counsel
and client can prepare accordingly.
Further, the grants of immunity will mean
that more cooperators will be giving testi-
mony under oath in civil proceedings, and
this testimony should be produced as
Jencks material. Of course, to the extent
this testimony conflicts with later grand
jury testimony or with other witness testi-
mony or statements, these statements
should all be provided as Brady evidence
immediately upon indictment.

Confidential Informants,
Whistleblowers, and
Cooperating Witnesses: 
The Potential for Abuse

The use of informants and witnesses
that are motivated to lie to avoid prison
or gain big paydays is inherently risky.
These problems are exacerbated by the
fact that, in federal court, cooperators
and informants provide information
behind closed doors in sessions that are
not recorded. Instead, the sessions are
memorialized only by an agent’s notes.
Often, after multiple proffer sessions, the
agent combines these notes into a consol-
idated memorandum of the various ses-
sions, making the witness and the agent
harder to impeach.

Cooperation in white collar cases is
especially problematic because an organi-
zation’s employees may have gathered
information from a second-hand source,
through the grapevine, or through unau-
thorized access to documents or comput-
ers. This “information” can be tested
beforehand by an attorney proffer, which
is more typically used in white collar
cases. The exchange of information
between the defense attorney and the
prosecutor during this proffer is similarly
hidden and creates a danger that, either
inadvertently or purposely, the prosecu-
tor may provide direction to the cooper-
ating witness that is neither memorial-
ized nor revealed.

Practice Points
The hidden nature of these negotia-

tions and contacts requires a defense
lawyer’s best effort to bring them to
light. Detailed discovery requests should
be made early and often pretrial. The
Department of Justice’s recent Ogden
Memorandum can assist defense coun-
sel.61 This memorandum recommends
that prosecutors access the agency files
for each testifying confidential source
and review the entire informant/source
file, not just the portion relating to the
current case, including all proffer,
immunity and other agreements, valida-
tion assessments, payment information,
and other potential witness impeach-
ment information. In a white collar case,
this would require accessing the files of
each of the multiple regulatory agencies
involved in the investigation. It is impor-
tant to note that as to non-testifying wit-
nesses, the prosecutor’s review is discre-
tionary. Also, the memorandum advises
prosecutors to take steps to protect sen-
sitive information and authorizes the
provision of a “summary letter to
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defense counsel rather than producing
the record in its entirety.”

Frequently, these discovery battles
will have to be resolved by the court
through a defense motion to compel
Brady or Giglio materials. When filing
these motions defense lawyers must be
sure to argue, that pretrial, materiality is
not an issue. The materiality determina-
tion requires an evaluation of confidence
in the verdict that is not possible at the
pretrial stage.62 Therefore, as many dis-
trict courts have concluded, in the con-
text of a pretrial motion for Brady evi-
dence, the question of whether informa-
tion is favorable is the key inquiry, and an
attempt to prospectively assess whether
the information would be material at trial
is not necessary.63 Moreover, while the
Supreme Court has said that pleading
defendants have no Fifth or Sixth
Amendment right to have federal prose-
cutors provide “impeachment informa-
tion relating to any informants or other
witnesses,” this may not apply to Brady
material.64 At least one court has held that
prosecutors cannot include a waiver of a
defendant’s discovery rights to exculpato-
ry evidence as part of a plea agreement.65

Conclusion
Undoubtedly, the next few years will

see an increase in the use of these “blue
collar” tactics. U.S. District Court Judge
Lewis Kaplan of the Southern District of
New York cogently summed up the situa-
tion when he addressed a defendant who
had worn a wire and cooperated in the
investigation and prosecution of an insid-
er trading ring:

Our criminal justice system
works in part because of bar-
gaining with people like your-
self. It isn’t pretty. It just serves a
utilitarian purpose without
which other people couldn’t
have been brought to justice.
You happen to have the goods
and get the goods on them. And
so, frankly, in the words of the
street, you get to walk.66

The defendant was sentenced to five
years probation, a $10,000 fine, and was
ordered to forfeit $2,751,366.67
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